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Abstract— Unsolicited e-mail (Spam) has become a major 
issue for each e-mail user. In recent days it is very difficult to 
filter spam emails as these emails are written or generated in a 
very special way so that anti-spam filters cannot detect such 
emails. This Paper compares and discusses performance 
measures of certain categories of supervised machine learning 
techniques such as Bayes algorithms, lazy algorithms, tree 
algorithms, neural network, and support vector machines for 
classifying a spam e-mail corpus maintained by UCI Machine 
Learning Repository.  The objective of this study is to consider 
the content of the emails, learn a finite dataset available and to 
develop a classification model that will able to predict whether 
an e-mail is spam or not. 
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I. INTRODUCTION 
 

One of the major issues for any category of users of e-
mail and Internet is receiving spam email.  Through email, 
companies and individuals send advertisements for various 
products, undesirable harmful news, and contents, and fake 
proposals etc. These spam emails irritate email users and 
waste their precision time. For non-serious and non-
technology savvy users, these emails create big problems as 
the users get misguided by these emails. The spam emails 
result in unnecessary consumption of network bandwidth 
resulting blocking email servers.  

 
In order to address the spam email issue, a significant 

research on anti-spam techniques has been taken place and 
various kinds of anti-spam software have been developed 
and used by email users. Spam filter techniques include both 
manual and automatic methods. In manual methods, negative 
lists of spammers, list of authentic senders, and selected list 
of words in email content or subject are considered for 
developing anti-spam filter. In recent years, machine-
learning technique, a better technique compare to manual 
methods, is used to detect and classify spam emails 
automatically. 

 
In traditional programming computer takes data and 

program as inputs and accordingly provides the output. On 
the other hand, in case of machine learning, computer takes 
data and output as input and then provides the program as 
outcome. In simple terms, these algorithms get adapted and 

enable the computer “learn” from given observations. The 
algorithms extract useful knowledge automatically from the 
data [1,4, 19].  

 
In supervised or inductive machine learning, the 

algorithms learn from the training dataset that contains both 
inputs and outputs (results) and an model is created. The 
model is then tested for new samples for classification. In 
case of binary classification, the output belongs to two 
classes. In recent days e-mail spam filtering is one of the 
important research field. Researchers use different methods 
for processing analysis of emails such as header 
information, sender information and content. Over the 
period of time, several machine learning techniques have 
been used in research studies for classifying spam e-mail 
datasets [15] that are maintained in public domain. In spite 
of significant development of anti-spam algorithms, spam 
filtering techniques face many challenges. Spammers use 
innovative methods in preparing spam emails that are 
difficult to be detected by anti-spam tools. In the next 
section, supervised machine learning algorithms that are 
used for classifying spam email based on the content of the 
email are discussed. 
 

II. RELATED WORK IN APPLICATION OF 
SUPERVISED MACHINE LEARNING ALGORITHMS 

FOR CLASSIFYING SPAM E-MAIL BASED ON 
CONTENT 

 
Over the period of time several machine learning 

techniques such as neural network, SVM, lazy algorithms, 
Bayes algorithm, artificial-immune systems, and decision 
trees etc. have been used in classifying spam email datasets. 
Neural Net [22] tries to model the data similar to human 
brain processing information. The model is built and applied 
with minimum statistical or mathematical knowledge. The 
model implicitly learns the linear or non-linear mappings 
from the given input to the object values using back-
propagation algorithm. It provides a guaranteed local 
minima and has excellent representation power of various 
functions. 
 

In lazy learning algorithms such as kNN [12] ‘learning’ 
is performed at prediction time for which testing takes place 
for longer time than training. Three categories of lazy 
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algorithms that are considered in our study are Lazy Kstar, 
Lazy IBk and Locally Weighted Learning (LWL). Lazy 
kstar sets the blend entropy automatically, lazy IBk learns 
with fixed neighborhood and LWL learns by assigning 
instance weights. Kstar is instance-based classifier [5] that 
classifies the observations by finding distance between two 
instances. It is known as lazy classifiers as it does not learn 
during training time but during classifying new instances. It 
uses training samples that are most similar to the instance it 
is supposed to classify. Lazy algorithms are memory-based 
models and do not use optimization techniques or functions. 
In these algorithms, training of model is not done explicitly. 
The model just stores observations or examples. Testing is 
done based on test observations and store instances of 
training dataset. 

 
C5.0 algorithm builds a decision tree or rule by splitting 

the given data based on an attribute that provides maximum 
information gain at each level. A clone of C4.5 decision tree 
[17] is implemented in WEKA as J48 algorithm [2]. 
Algorithm J48 is based on entropy, an impurity measure. 
Classification and Regression (C&R) model splits training 
observations into various categories using recursive 
partitioning. At each stage, the model minimizes the 
impurity and tries to put all the cases in the node falling to a 
specific category of target field. The model classifies future 
observations. Naïve Bayes is a learner with K switches on 
kernel density estimation for numerically attributes, which 
often improves performance [10,13]. These models are 
generative models and generate data. Here assumption 
regarding model is considered. The prediction quality is low 
when there is a mismatch regarding assumption. SVM 
learning technique is a robust classification technique [3, 6, 
20] that classifies dataset having large number of predictors 
and used for unbalanced classes. Instead of working on 
training error, this technique minimizes upper bound of 
generalization error. The technique tries to maximize the 
prediction accuracy of a model with least over-fitting. 
 

Several applications of above algorithms in classifying 
spam emails considering the content of the email have been 
discussed in literature. The spam filters are developed and 
tested using public domain spam e-mail datasets. The 
algorithms such as J48, Kstar, NaïveBayes and SVM are 
used in a medical diagnosis area to identify early warning 
signals and to classify whether a person will get a set of 
particular diseases [2].  Different machine-learning 
techniques are applied [21] for classifying spam email 
corpus dataset that is maintained by SpamAssign. The 
authors compared techniques by using measures recall, 
precision, and accuracy and found that Naïve Bayes 
algorithm performs the best and k-NN performs the worst in 
all the parameters. In this study false positive rate, one of 
the very important measures has not been considered. 
 

Recently machine learning techniques with feature 
selection methods have been studied. Abductive network 
ensemblers (committees) based networks, a set of inductive 
machine learning techniques are applied to classify UCI 
public domain spam email dataset using feature reduction 
(82.5% reduction of original data) technique [8] and found 
91.7% classification accuracy with false positives 4.3%. The 
performance of these GMDH based algorithms is found to 
be better than other techniques such as MLP based neural 
net and Naïve Bayes algorithm. A revised back-propagation 
algorithm along with thesaurus of keywords and related 
keywords is used on public domain spam email dataset 
Ling-Spam corpus and found that the performance in terms 
of spam accuracy is better than that of simple back 
propagation neural net algorithm [22]. Considering the skew 
distribution of outcome classes, and noisy data cluster-based 
classifications [12] experimented on public domain 
Spamassign as well as E-M Canada datasets. In this study 
clustering is done considering features from different cluster 
concepts and it is found that the proposed technique 
performs better than kNN algorithm. A linear neural 
network is trained by neural perceptron algorithm as well as 
by a non-linear neural network by back propagation 
algorithm and then applied on a spam email PU corpus [24]. 
In this study the authors used semantic feature space in 
order to reduce the feature dimension. The proposed 
techniques outperforms general back-propagation algorithm. 
 

A set of four machine learning algorithms such as 
Naïve Bayes, neural net, SVM and RVM (Relevant Vector 
Machines) is applied on SpamAssassin dataset using 
different sizes of feature extractions, and training [23]. It is 
reported that neural network along is not suitable. Also 
SVM and RVM provide similar results and both perform 
better than Naïve Bayes algorithm. RVM performs better 
compare to SVM when the complexity of data is low. 

 
Different machine learning classifiers can also be 

integrated for developing the model. Random committee, 
committee machines and ADTree have been integrated in a 
research work [25] by applying information theory strategy 
and extracting important features. The model is developed 
using public domain dataset Ling-Spam and the authors 
found that FP and FN are minimized and the model 
performs better than Naïve Bayes and boosting tree 
methods.   SDAI methodology is proposed in a research 
study [16] where eight different content based spam filtering 
machine learning techniques are applied on five different 
corpus such as Ling-Spam, PU1, PU2, PU3, and PUA. The 
results are compared in different scenarios considering 
various feature extractions. Random boost, a combination of 
logic boost and random forest, is applied on TREC and 
CEAS dataset using random feature selection [7]. It is 
observed that random boost performs better compare to 
logic boost method when the training dataset size is small. 
A review of machine learning techniques for spam filtering 
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is presented in research study [11]. Several machine 
learning techniques and combination of spam filters have 
been applied on public domain LingSpam dataset and 
compared on various parameters. 

 
However machine learning techniques using feature 

reduction technique may not be useful in case of spam email 
filtering as spam emails are very short and low frequency 
features in emails that are most likely to be spam words, 
would likely to be discarded in the feature reduction 
process. Spammers use various techniques in preparing 
spam emails such as a keeping very few spam keywords and 
related keywords (low frequency) between two short 
paragraphs of legitimate words from dictionary. 

 

III. PERFORMANCE MEASURES FOR SUPERVISED 
MACHINE LEARNING METHODS  

 
In order to measure the performance of supervised 

machine learning methods various performance measures are 
used such as recall, precision, false positive rate, accuracy, 
specificity, and F-measure [2,8,22]. These measures can 
easily be derived from the confusion matrix of the model. 
The overall performance of the model is analyzed 
considering its performance both on training and testing data. 
A model that is built on training data by learning each and 
every case or peculiarities precisely (fitting best way) may 
not perform well on test data. High performance only on 
training data is not a good indicator of overall performance 
of the model. Overfitting of model is one of the issues in 
model building exercise. A good model must be able to 
generalize well on test data where test data is completely 
different from training data. True positives (TP), true 
negatives (TN), false positive (FP) and false negatives (FN) 
are four components of confusion matrix. The calculation 
[2,8] of various parameters are given below: 
 
a) Recall = TP/ (TP + FN). It explains how good a test is at 
detecting the positives. i.e. predicting positive observations 
as positive.. A high recall is desired for a good model. 
Recall is also known as sensitivity or TP Rate 
b) FP Rate = FP/ (FP+ TN). It explains how good a model is 
at detective the negatives. A model predicting as positive 
when actually it is negative, is not desirable. This measure is 
also evaluated as 1- Specificity where specificity (TN 
Rate)= TN/ (TN+FP). A high specificity (predicting all 
negatives correctly) is desirable  
c) Precision = TP/ (TP + FP).  It determines how many of 
the positively classified are relevant. It is the percentage of 
positive predictions correct. A high precision is desirable. 
d) Accuracy = TP + TN/ (TP+TN+FP+FN). It tells how 
well a binary classification test correctly i.e. what 
percentage of predictions that are correct. Accuracy alone is 
not a good indicator, as it does not tell how well the model 
is in detecting positives or negatives separately. 

e) F-Measure = 2 * (Precision X Recall)/ (Precision + 
Recall). F-measure is a good indicator as it considers both 
precision and recall. A high F-measure is desirable. 

 
Precision, recall, f-measure, and false positive rates are 

calculated for both the outcome classes (e.g. both yes and no) 
for and a weighted average is considered while 
experimenting in each technique. 

 
In an experiment no single measure tells how good a 

model is. Different measures discussed above have been 
considered in our experiment for evaluating various machine 
learning models for classifying spam email corpus.. 

 

IV. EXPERIMENTATION AND COMPARISON OF 
PERFORMANCE 

 
The machine learning classification experimentation on 

dataset consists of three steps: preparing the data, 
classification experiments using various machine learning 
classifiers and evaluating the performance of machine 
learning classifiers. 

 
1) Dataset Preparation The spam e-mail database 

considered for experimentation is collected from UCI 
Machine Learning Repository [9] to develop a model and to 
determine whether a given email is spam or not using the 
model developed. It is found that till today the best 
misclassification rate is ~7% using this dataset and in the 
case of false positive becoming 0 in training or testing set, 
20-25% of the spam are passing through the filter [9]. The 
e-mail spam dataset considered in our study is maintained 
by Hewlett-Packard Labs. The dataset was created in 1999 
by M. Hopkins, E. Reeber, G. Forman, and J. Suermondt at. 
It consists of 4601 instances of legitimate and spam email 
messages with 39.4% being spam. The observations consist 
of 57 input attributes and one output attribute. Spam is 
represented as 1 and non-spam is represented as 0 in the 
output class attribute. Majority of attributes (48) contain the 
percentage of words in the email message for the respective 
keyword. 6 attributes contain the percentage of characters in 
the email message for the respective character. 2 attributes 
give the average and maximum lengths, respectively, of 
uninterrupted sequences of capital letters in the message. 
One attribute gives the total number of capital letters in the 
message. One attribute is email class (spam or non-spam).  

 
In our experimentation different indicators of spam 

(unsolicited commercial email) or non-spam have not been 
considered. The dataset consists of a total of 4601 emails 
with 58 attributes, out of which 1813 (39.4%) instances are 
spam and 2788 (60.6%) are non-spam. The dataset consists 
of an outcome variable (spam or non-spam), frequency count 
of various words, and length of sequence of consecutive 
capital letters. The dataset is high-dimensional and complex 
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in nature where spamers have used different strategies so that 
it would be difficult to identify a spam email. A good 
classifier builds model that is capable of generalizing and not 
overfitting to the training dataset. In this paper, holdout 
method is adopted where the entire dataset is divided to two 
mutually exclusive data sets: training and testing. The model 
is built on training data and then evaluated or tested on test 
data. It is found in literature that for a classifier, a 2/3 to 1/3 
training-to-test set random split provides good result i.e. near 
optimal mean squared error of the prediction accuracy [14, 
18]. For our experimentation, 2973 (66%) observations are 
considered as training and 1628 (34%) as test data set have 
been considered with a random selection procedure. The 
distribution of dataset is presented in Table-I. The same 
dataset without changing the instances is used for 
experimenting all the techniques to avoid any type of 
biasness. 

TABLE I.  DISTRIBUTION OF DATASET 

Dataset Spam No Spam Total 
Corpus 
Dataset 

1813 
(39.4%) 

2788 
(60.6%) 

4601 

Training 
dataset 

1797 1176 2973 (66%) 

Test dataset 991 637 1628 (34%) 
 

Several different classification methods such as Bayes 
algorithms (BayesNet, Naïve Bayes), SGF, SMO, Lazy 
algorithms (IBK, Kstar, and LWL), Decision tree-based 
algorithms (J48 and Random Forest) are used in our 
experimentation. The open source software tool Weka 
Version 3-7-5 (Waikato Environment for Knowledge 
Analysis) and SPSS Clementine Version 12.0 are used to 
develop the models and to get various statistics for 
comparison. Various classification techniques are 
experimented on the dataset. In our experiment, NN uses 57 
neurons, 1:3 neurons as hidden layer and 1 neuron output 
layer. The ‘Quick’ method is selected for building the neural 
network as the other methods such as dynamic, multiple, 
prune, RBFN, exhaustive prune perform worse compare than 
quick method. ‘Quick’ method uses rules of thumb and 
characteristics of data to choose an approximate shape 
(topology) for the network. 

 
2) Comparison of Performance: 

A set of supervised machine learning techniques is 
applied in the experiment to the Spam Email dataset. The 
performance of the techniques is discussed below. 

 
Out of all machine-learning techniques considered in the 

experiment, Neural network model found to be the best in 
terms F-measure (94%) and FP rate (0.073%) followed by 
the model SVM (F-measure-93%, FP rate-0.092%) and C5.0 
(F-measure-92%, FP rate-0.097% (Figure 1). Over-fitting in 
these algorithms is very low with very low misclassification 
error 6-8% (Table II, III).  

 

TABLE II.  COMPARISON OF ANN, SVM AND RANDOM FOREST 

 ANN SVM Random Forest 
  Training Testing Training Testing Training Testing

Accuracy 93.64 93.86 92.10 92.81 99.93 80.96 
Misclassifi

cation 6.36 6.14 7.90 7.19 0.07 19.04 
Precision 0.94 0.94 0.92 0.93 0.99 0.82 

Recall 0.94 0.94 0.92 0.93 0.99 0.81 
FP Rate 0.07 0.07 0.09 0.09 0.00 0.27 

Specificity 0.91 0.91 0.88 0.87 0.99 0.59 
F-Measure 0.94 0.94 0.06 0.93 0.99 0.80 

 
 

Figure 1.  Comparison of ML Techniques: FP Rate and F-Measure 
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The performance measures precision and recall are 

highest in neural network, followed by SVM and C5.0 
(Figure 2). The specificity is highest in neural network, 
followed by SVM and C5.0. 
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Figure 2.  Comparison of ML Techniques: Precision and Recall 
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Accuracy of Neural network, SVM, and C5.0 is very 

high compare to all other algorithms (Figure 3). The 
accuracy of Lazy-LWL is lowest. Accuracy of J48, and 
Random Forest is lower than both Bayes algorithm 
considered, Lazy IBk and Lazy-kstar. 

 
Figure 3.  Comparison of ML algorithms in terms of Accuracy 
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In case of decision tree algorithms, except C5.0 all other 

algorithms such as C&RT and J48 are not performing well. 
C&RT and J48 have overfitting problems and the 
misclassification rate is also very high. C5.0 performs the 
best in the category of tree algorithms. 

 
 
 
 
 
 
 
 

 

TABLE III.  COMPARISON OF DECISION TREE ALGORITHMS 

 C5.0 CRT J48 
 Training Testing Training Testing Training Testing

Accuracy 95.76 92.01 89.14 87.59 85.67 80.96 
Misclassifica

tion 4.24 7.99 10.86 12.41 14.33 19.04 
Precision 0.96 0.92 0.89 0.88 0.86 0.82 

Recall 0.96 0.92 0.89 0.88 0.86 0.81 
FP Rate 0.05 0.10 0.13 0.16 0.19 0.27 

Specificity 0.94 0.87 0.83 0.78 0.71 0.59 
F-Measure 0.96 0.92 0.89 0.87 0.85 0.80 

 
High overfitting issues observed in case of Bayes 

algorithms (Table IV). Although both indicators accuracy, 
recall, and precision are very high and FP Rate is very low, 
the performance of on testing data is very poor. 

 

TABLE IV.  COMPARISON OF BAYES ALGORITHMS 

 
 Bayes Net Naïve Bayes 
 Training Testing Training Testing 

Accuracy 94.51732 84.52088 93.44097 87.89926 
Misclassification 5.482677 15.47912 6.559031 12.10074 

Precision 0.946782 0.85939 0.936786 0.882947 
Recall 0.945173 0.845209 0.93441 0.878993 

FP Rate 0.075551 0.22399 0.090823 0.164141 
Specificity 0.885204 0.651491 0.861395 0.758242 
F-Measure 0.944659 0.83831 0.933629 0.876427 

 
All the lazy algorithms found to be having over-fitting 

issues with varying degrees. Misclassification and FP rate on 
test data is very high. Lazy-LWL is the worst out all the 
algorithms considered (Table V). 

 

TABLE V.  COMPARISON OF LAZY ALGORITHMS 

 
 Lazy-IBK Lazy-Kstar Lazy-LWL 
 Training Test Training Test Test Test 

Accuracy 99.93 86.49 99.93 86.42 77.06 69.84 
Misclassifica

tion 0.07 13.51 0.07 13.57 22.94 30.16 
Precision 0.99 0.88 0.99 0.88 0.79 0.69 

Recall 0.99 0.86 0.99 0.86 0.77 0.70 
FP Rate 0.00 0.20 0.00 0.20 0.21 0.36 

Specificity 0.99 0.69 0.99 0.69 0.84 0.55 
F-Measure 0.99 0.86 0.99 0.86 0.77 0.69 
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A comparison of performance indicators on robustness, 
scalability, interpretability and generalization is given in 
Table VI. 

TABLE VI.  COMPARISON OF PERFORMANCE PARAMETERS 

 R S I G 
Neural Network High High Low High 
CRT & J48 Medium Medium High Medium 
C5.0 High High High High 
Lazy Algorithms Low Low High Low 
Bayes Algorithms Low Low High Low 
SVM Algorithm High High Low High 
Decision Forest Low Low Medium Low 
Note: R- Robustness, S- Scalability, Interpretability, G- Generalization 

 
A low error in training is not a good indicator of 

performance on future data as new data may not be exactly 
same as the training data. Fitting training data too precisely 
usually leads to poor results in new data. 

 

V. CONCLUSION 
 
In this paper, we compare various classification 

algorithms on UCI spam e-mail dataset through 
experimentation and it is found that neural network provides 
the best result among all the classifiers (~6% 
misclassification, 96% recall, 96% precision) keeping FP to a 
minimum (0.07%). Our result is better than (~1% less 
misclassification) the result reported in the dataset repository 
of UCI spam e-mail dataset [9].  Neural network model is 
robust compare to all the category of algorithms considered 
because of its ability to predict best in spite of the fact that 
the dataset is noisy and sparse. Also it is observed that the 
model does not face any problem local minimum. Neural 
network model has also the best scalability features compare 
to other algorithms considered as it could able to construct 
the model efficiently when the dataset considered for 
experimentation is very large. On the other hand the 
interpretability of neural network model is very low compare 
to decision tree, decision rules and Naïve Bayes algorithms. 
Due to correlation between variables all other algorithms 
except neural network, SVM and C5.0 did not perform well 
on the dataset. Neural network model worked as the dataset 
is complex with high dimensionality, and missing data. In 
case of lazy algorithms, performance measures accuracy, 
precision, recall, specificity and F-measure are found to be 
very high in training data whereas these measures perform 
very poor for testing data. The low misclassification rate on 
training data is because of the fact that lazy algorithms learn 
at prediction time i.e. on test data during classifying new 
instances and do not learn on training data. The lazy 
algorithms are greatly influenced by skewed distribution of 
outcome classes. Also it is observed that the performance of 
machine learning classification algorithms on huge text 
corpus is domain dependent. One of the limitations of this 
study is that the machine learning algorithms are tested on 
one dataset and need to on several public domain spam e-
mail datasets. 
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